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Policy
Computer system users have access to many valuable and sensitive resources, and computing practices can adversely affect the work of other users. Misuse of these resources can cause loss or corruption of valuable files, prevents access by other users, or cause monetary loss to the college community. The following guidelines constitute a code of ethics for all users. We ask that computer users strictly follow the guidelines:
Procedures
	1.0 Guidelines for Employees


· Users may only access computer accounts for which they are authorized.
· Users are responsible for the use of their computer accounts. Please ensure that accounts are secure and take reasonable precautions against other persons obtaining illegal and inappropriate access to computer resources.
· Supervisors are responsible for assuring that only those employees with a legitimate need for an administrative account will apply for one, that changes in accounts are requested on a timely basis, and that employee accounts are deleted when an employee is no longer performing duties in conjunction with computing.

· Users may use their computer accounts only for authorized purposes. Unauthorized use and release of information is prohibited. While a user may have access to student information, this information is subject to the Family Right and Privacy Act and may only be released under certain circumstances. All requests of this nature must be referred to the computer services security coordinator.

· Users may not access or copy programs belonging to other users, software copyright holders, NSHE, or other GBC personnel without their permission.

· To assure system integrity, any storage device attached should have been programmed by the users, or should have been scanned before attaching to the system.
Violations
Violations of these policies and code of ethics can result in actions ranging from suspensions from the use of computing facilities to disciplinary sanctions under the NSHE Code 6.2.1 for faculty, 10.2.1 student code of conduct or the Nevada Prohibitions and Penalties for Classified staff.
When system administrators have reason to suspect that a user's action is in violation, a determination will be made as to the seriousness. Depending on the severity, the user may be suspended from using the system. The matter will be referred to the administrative officer as defined by the NSHE Code 6.5.4for determination of the facts and for application of any penalties from the evaluation of the situation. The user may face disciplinary action, including liabilities for damages incurred by GBC, such as attorney fees and court costs.
	2.0 System Account Application


2.1 New Employees

A. GBC Network and GBC Email: To set up accounts for new employees, the responsible department chair or direct supervisor must fill out the System Account Application, specifically the second page. This form may be accessed at http://www.gbcnv.edu/_images/GBCAdminAcct09_04_12.pdf. The form must be filled out, signed and turned into HR to insure the setup of their Novell login and email accounts. The System Account Form must be completed with the supervisor’s signature. All new employees must also have all other required paper work turned in and entered into the HR system before a computer log-in or email account can be created. GBC network and email accounts are automatically created from the HR System twice a week. In the "special instructions'1 section, any network group membership, rights, or permissions this new user must have these needs listed: GBC Network account, GBC email account. An important note; the user’s legal name will be used for email and the email address book unless a preferred name or nickname is entered in the HR system.
B. People Soft, ADV, HRS access: New Employees. The new employee's name, position, department, and contact information must be included on the system account application. In the "special instructions'1 section, any network group membership, rights, or permissions this new user must have needs to be listed: People Soft, ADV, HRS access requirements. Then the application will be signed by the appropriate application coordinator or People Soft Module Lead as needed: for SIS, SIS Operations; HRS, human resources department; and Advantage, the controller's office. For People Soft there are 5 modules that need to sign off on their respective modules for access. Academic Advising, DARS Specialist or Registrar; Admissions, Director or Assistant Registrar; Financial Aid, Financial Aid Director or Assistant Director; Student Financials, Budget & HR Officer or Student Account Specialist; and finally Student Records, Manager of Student Data or Designee. Incomplete or incorrect information can delay the new user's productivity.
The application then goes from the application coordinator to HR if it is a new employee. The application is not released to Computer Services until all paper work for new employee is received and input into the HR system. Computer Services Department then grants specific access to the various accounts as listed on the application. After the Computer Services Department grants access to the various accounts the application is then filled. After all the processes are completed the new employee will have the GBC Network, Email and People Soft Account. If special accounts are needed (e.g., SIS, ADV), the account creation could take up to a week.
For any employee account access changes, the department chair or direct supervisor emails the request to GBC-LOGINS@gbcnv.edu.
2.2 Employee Account Changes and Expiration. Employee GBC network and GBC email accounts are automatically expired at the end of the employee contract with the exception of Adjunct and Emeritus accounts. Computer Services must be notified as soon as an employee security access changes. Failure of Computer Services to be notified of the departure or change in an employee security creates a security problem and is in violation of NSHE usage policy.
2.3 Adjunct Faculty Employee Expiration and Account Deletion Dates. Adjunct Faculty accounts are a special case - from semester to semester, there is no guarantee that any particular adjunct instructor will be teaching. Creation or reactivation of adjunct faculty accounts will proceed as discussed above for any new employee, but the expiration of adjunct faculty accounts will be handled slightly differently. Adjunct Faculty accounts will be expired one year form the ending date of the last class that was taught.
2.4 Student Worker Accounts. Student worker accounts are handled differently than all other employee accounts. A student worker account is created as a convenience for that student and the department they service. If needed, access can be granted to specific areas of the department's storage space on the network so the student worker can perform specific duties, and the student worker's activities can be tracked and/or limited accordingly. There is no way to guarantee that any particular student worker will be employed from one semester to the next. Thus Student Worker accounts are deleted at the end of every semester, unless the Department Chair or Administrative Support Staff in which the Student Worker is employed notifies HR that the student will be working the upcoming semester. This notification should be summited two weeks before the start of the next semester. 

Deletion of an account will occur as quickly as possible when an account holder ceases to have an authorized need for the account, or when the account holder is no longer working for the department in which they were employed when the account was issued.
Notify Computer Services by work order as soon as access is to be terminated. 
2.5 Each new employee - full time, part time, faculty, staff, student worker, or other- MUST have their own user ID and password for access to any provided network service. It is a direct violation of NSHE usage policy to allow ANYONE to log into ANY network resource using a user name that hasn't been explicitly assigned to them for that purpose. Thus, anyone allowing someone else to use their user ID to access the network may be subject to disciplinary action.
	3.0 Generic User Accounts


All GBC students and staff must have a unique user account for network access. The account identifier will be their 10 digit number created at the time of enrollment or at the time of hiring. There are times when a GBC network account is necessary to be created for a one time use for a class or for a temporary login to a lab. Generic accounts fall into 2 categories.

A. A one day or short term class can be granted a one-time user id and password for use for the period of the class that will expire at the end of class. These would be classes where the students would not be registered. An example of this would be a contract class. 
B. A generic account can be created for a lab or other similar use. This account is the responsibility for the person in charge of the lab and is not to be given out to patrons but is to be used by person in charge to log that individual into a computer. A record is to be kept at the time of login for each person that is logged in. This record is kept by the person in charge of the lab at the time. A computer access form should be signed by patrons when being logged-in in this way.
	4.0 Guidelines for Student Computer Lab Users


The computing lab resources of Great Basin College (GBC) and the Nevada System of Higher Education (NSHE) are intended for support of the instructional, research, and administrative activities of GBC and NSHE. In congruence with NRS 281.481, GBC and NSHE students and employees shall not use GBC's computing lab resources to benefit their personal or financial interests.
4.1
Computer Lab Users Rules
A. GBC's computer labs are a place of study similar to a library. Disruptive noise or behavior is prohibited.

B. GBC computer labs are provided for students to use in completing class related work only. Students may be asked to confirm they are a student, and are working on class related work. Faculty may be asked to verify a specific computer use is for class work

C. GBC's computer labs are for use only by students and employees of NSHE institutions and associated high schools. Users may be asked to provide their college or high school identification card as proof of their status. Employees may use GBC's computer labs on a space available basis, but shall not displace students.

D. Children are not permitted in computer labs unless they are enrolled in a course offered specifically for them

E. Use of GBC computer labs for personal or financial gain is prohibited. Examples of prohibited use include but are not limited to: Downloading or uploading music or videos, buying or selling items, or "chatting".

F. A GBC or NSHE computing resource account given to students or employees is for the use only of the person to whom it is given. Unauthorized access or privileges are not permitted.

G. No food is permitted in the computer lab. Drinks are permitted only if they have a re-sealable lid and are placed on the floor.

H. Unauthorized copying of software is illegal and not permitted.

I. Personal software is not to be used on lab computers.

J. Use of GBC's computer labs is a privilege. Any person not following the above rules may be denied use of the lab and access to computing resources.
4.2
Winnemucca, Ely, Battle Mountain, & Pahrump
Classes have priority for the use of the computer lab. A list of open computer lab times is posted on the door to the computer lab and is available from the center office.
	5.0 Employee Email


5.1
Email Addresses. The official email address for all GBC employees will be the legal first name, last name followed by @.gbcnv.edu. If two or more employees have the same address, the first initial of the last name will be followed by a 2, 3, etc.

Example:
John Doe
john.doe@gbcnv.edu

John A. Doe
john.doe2@gbcnv.edu
If you go by a different name than your legal first name and want it as your email address and listed that way in the address book you will need to have your preferred name listed in the HR system as a nick name. Accounts are created automatically from the HR system and a nick name will override the legal name when the account is created.
If you choose to use a non-supported email account, you may not receive GBC emails from group lists such as GBC_ELKO, GBC_FACULTY, etc. It will be your responsibility to see that you receive important email notifications.
GBC group lists are not be available to anyone outside of our email. If someone outside of our group needs to notify GBC employees, they will need to contact one employee who may forward the email to the rest of the employees. This is limited to GBC business related items only.
5.2 Email Message Archival and Expiration. In order to conserve network resources, and ensure the integrity of the messaging system, each users email messages are archived after 90 days. Messages left in any user's account that remain unopened are expired after 90 days. These conditions apply to any employee who is issued an email account (administrative faculty, classified, academic faculty, adjunct faculty, student worker, or other). Details of each process follow.
Archiving messages consists of removing them from the server, and storing them in an archive folder on the user's hard drive. The user will still have full access to all of these archived messages from the  email client on that machine; they will simply not be stored on the server after 90 days. Expiration consists of deleting an email message entirely from the system. This is intended as a security and stability enhancement, to help combat account bloat. Expiring unopened messages after 90 days ensures that the waste generated by unused accounts is limited to a manageable level.
5.3 Training. Any training needed will be provided during in-service activities or by arranging a convenient time with the computer services department.
	6.0 Student Email


GBC does not supply email accounts for students. Students are responsible to provide their own current email account and have it listed in their My GBC account.
	7.0 GBC Security Policies and Inventory


Servers that store sensitive data are located on the Elko campus. These servers include:
Computers that are to be set aside for surplus or repurposed have the hard drives wiped using special software. This software meets the U.S. Department of Defense standards. If they are to be re-sold they are then loaded from the original operating system CD that came with the computer or installed with a version of Linux that we have been granted permission to use. Access to SIS, Advantage, and HR is done through an encrypted/secure client. The Controller's office has made the following changes to minimize the occurrence of sensitive data on documentation or in the database:
7.1. In July 2005, vendor identification numbers no longer include a social security number. This is particularly important for employees or students who receive travel reimbursement payments. Therefore, the electronic and printed documentation that appears in the financial accounting system, on financial data warehouse, on monthly balance and activity reports, and checks do not show a social security number.
7.2. Travel authorization and expense reimbursement forms were revised July 2005 to exclude the social security number of the employee. The employee ID number generated by human resources is used to track employees.
7.3. Grant-in-aid forms were revised in April 2007 to eliminate the employee social security number.

Physical student records are managed and stored in the Great Basin College. Admissions and Records Office according to American Association of Collegiate Registrars and Admissions Officers (ACCRAO) Guidelines:
· Records are systematically reviewed and shredded once the information they contain is no longer valid or useful and archival requirements have been met (see attached page from the GBC General Catalog explaining the institutions records retention policy).

· All hard copy student academic records are maintained in fireproof storage. GBC is in the
process of transferring to a document imaging storage process. Documents are scanned and stored on a Novell network server which is secure and backed up through the computing services office.

· Record retention policies are periodically reviewed and modified as mandated by changing legal and NSHE requirements.

· Official academic records originating form another institution are not reproduced or distributed to
and external source.

· Release, review or transfer of student records is done according to regulations set forth by the
Federal Educational Rights and Privacy Act (FERPA).

If student records data has been released inappropriately immediate steps will be taken to notify all individuals that may have had data released, faculty, staff, or community1 members. All members of the Great Basin College President's Council will be notified as well as any other members of the campus community that President's Council believes should be notified. If there is any reason to believe that the record release was done illegally or with criminal intent the proper police agency will be asked to investigate.
	8.0 Electronic Equipment Use and Liability


8.1
Policy for Employee Use of Electronic Equipment. Great Basin College provides computing hardware and software to GBC employees to assist them in the effective completion of their duties and responsibilities. In some cases, or at employee request, a laptop computer,  iPad, cell phone or similar electronic device will be issued to an employee for long-term use in their daily work activities. Due to the portability of this equipment, it is very important that Great Basin College employees exercise responsibility and good judgment in the use and transport of these machines.
8.2 Procedures for Long Term and Short Term Employee Use. Receiving the equipment is both a privilege and a responsibility. For long term use of portable electronic devices owned by the college, employees must read, agree to, and sign the liability statement.
For short term use of portable electronic devices (e.g., a day, a week), employees must sign out for the equipment and sign in when it is returned. There may be a liability for the employee if equipment is lost, stolen, or damaged depending upon the circumstances.
8.3 Liability Statement. For employee signature, see next page for a copy of the liability statement.
	9.0 Electronic Equipment Issuance Agreement


By my signature below, I acknowledge that I have read, and agree to abide by, all of the following statements related to electronic equipment issued by Great Basin College:
I agree that damage to, or loss of, Great Basin College equipment (listed below) may require me to pay for repair or replacement. This cost may be waived by GBC administration upon proof that the employee took adequate precautions to prevent damage, loss or theft.
I agree that while this equipment is being issued to me it remains the property of Great Basin College and must be returned to Great Basin College at the conclusion of my employment or sooner if requested.
I agree that the primary purpose of this equipment is for Great Basin College business use and any personal use will conform to GBC use policies and guidelines.
I agree that I am personally responsible for any inappropriate or illegal use of this equipment while it is in my possession and Great Basin College bears no responsibility or liability for such use. I agree to cooperate fully with GBC staff as they fulfill obligations to inventory equipment, upgrade software, and/or check for compliance with college policies.
Device(s) issued/Serial Number
Date returned
Returned to (name/dept)
Employee's Printed Name
Work Department/Location
Employee Signature
Date
Electronic Equipment Use and Liability, Revised September 2004, February 2007.

	10.0 Software Policies


· Before purchasing ANY software and/or hardware, please check with Computer Services. The Coordinator/Director of Computer Services is a member of several system-wide committees and these committees get together to setup contracts with software and hardware vendors. UNR Purchasing is also involved on these committees.
· Software packages brought in from home should not be installed on any GBC computers unless GBC purchases a license for the software or you check with Computer Services before installing the software.
· Do not download software to be installed on a college owned computer from the Internet without first contacting the Computer Services department.
· If you require software loaded on your computer at work, submit a work order to Help Desk personnel requesting to have the software installed for you. The department then determines if your computer is capable of running the software. Again, it is advisable to contact computer services before purchasing the software to make sure of compatibility with your existing equipment. Remember that any software you download from the internet or install on your computer at work can slow down the performance of your computer and cause problems with the computer and with other software programs already installed. Do not download or install any unnecessary software. If you are having a problem with your computer, such software will be removed. Software programs such as WebShots take up working memory on your computer, they remain resident in memory and will result in slower performance of your computer and computer lockups. The performance of your computer depends on the processor/CPU and the amount of RAM memory and hard drive space. WebShots, among other programs, impact the CPU and RAM memory available for use by the computer. 
· GBC has in place a Microsoft Campus Agreement and a Microsoft Select Agreement. The college has an Academic License Agreement with Novell and a license agreement with MacAfee for Virus Software. There is an agreement with Adobe software and the system can work on other software contracts as requested. Microsoft Office software, and are available to faculty and staff for home use for business related purposes only. These can be purchased and downloaded from Microsoft.
	11.0 Firewall Policy


The approach adopted to define firewall rule sets is that all services will be denied by the firewall unless expressly permitted in this policy. GBC firewalls permit the following outbound and inbound Internet traffic.

· Outbound - All Internet traffic to hosts and services outside of GBC
· Inbound - Only Internet traffic from outside GBC that supports the college mission of GBC as defined by NSHE policy

GBC's Firewalls will (at minimum) perform the following security services:

· Access control between the trusted internal network and un-trusted external networks

· Block unwanted traffic as determined by the firewall rule set

· Hide vulnerable internal systems from the Internet

· Hide information such as system names, network topologies, and internal user IDs from the Internet

· Log traffic to and from the internal network

· Provide virtual private network (VPN) connectivity
All employees of GBC are subject to this policy.  Please refer to the complete firewall policy & procedures in the Great Basin College policy and procedures online guide.

`
Approved by President’s Council:  August 28, 2007; October 26, 2013

Contact the assistant to the president for any questions, corrections, or additions.
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